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1 Introduction

On December 14, 2015, at 4:53 PM, a Content Search assessment was conducted using the SAINT 8.9.28
vulnerability scanner. The scan discovered a total of two live hosts, and detected three potential problems. The
hosts and problems detected are discussed in greater detail in the following sections.

2 Summary

The sections below summarize the results of the scan. 

3 Overview

The following tables present an overview of the hosts discovered on the network and the vulnerabilities contained
therein. 

3.1 Host List

This table presents an overview of the hosts discovered on the network. 

Host Name Netbios Name IP Address Host Type Potential Problems
xpprounpatched.sainttest.local 10.8.0.14 Windows 0
win-iqf3u12cja5.sainttest.local 10.8.0.150 Windows 3

3.2 Vulnerability List

This table presents an overview of the vulnerabilities detected on the network.

Host Name Severity Vulnerability / Service

xpprounpatched.sainttest.local nothing to report
win-iqf3u12cja5.sainttest.local potential Potentially sensitive information found in Sample Card Numbers Master Card.txt

(C:/CC-Numbers/Sample Card Numbers Master Card.txt)
win-iqf3u12cja5.sainttest.local potential Potentially sensitive information found in Sample Card Numbers Visa.txt (C:

/CC-Numbers/Sample Card Numbers Visa.txt)
win-iqf3u12cja5.sainttest.local potential Potentially sensitive information found in Sample Credit Card Numbers_1.txt (C:

/CC-Numbers/Sample Credit Card Numbers_1.txt)

1



4 Details

The following sections provide details on the specific vulnerabilities detected on each host. 

4.1 xpprounpatched.sainttest.local

IP Address: 10.8.0.14 Host type: Windows 
Scan time: Dec 14 16:53:21 2015

nothing to report

4.2 win-iqf3u12cja5.sainttest.local

IP Address: 10.8.0.150 Host type: Windows 
Scan time: Dec 14 16:53:21 2015

Potentially sensitive information found in Sample Card Numbers Master Card.txt (C:/CC-Numbers
/Sample Card Numbers Master Card.txt)
Severity: Potential Problem

Impact

Sensitive information may be at risk of exposure. 

Resolution

Consider encrypting sensitive information. 

Technical Details

Service: netbios 
Matched String:
5332665666661291 (Payment card number at line 2)
5534702207744173 (Payment card number at line 3)
5128978380552391 (Payment card number at line 4)
5159423807923117 (Payment card number at line 5)
5314641699210564 (Payment card number at line 6)
5443211227405708 (Payment card number at line 7)
5534074885241322 (Payment card number at line 8)
5336263507282505 (Payment card number at line 9)
5527633584572565 (Payment card number at line 10)
5238090304713757 (Payment card number at line 11)
5203956154756495 (Payment card number at line 12)
5539177719607694 (Payment card number at line 13)
5184368744977495 (Payment card number at line 14)
5283344233049849 (Payment card number at line 15)
5512161981494404 (Payment card number at line 16)
5462108466099166 (Payment card number at line 17)
5581714683682811 (Payment card number at line 18)
5283292137882809 (Payment card number at line 19)
5461440744307405 (Payment card number at line 20)
5297219617688251 (Payment card number at line 21)
5447065801896831 (Payment card number at line 22)
5409091129500281 (Payment card number at line 23)
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5140250643909964 (Payment card number at line 24)
5408051403952880 (Payment card number at line 25)
5436812168082734 (Payment card number at line 26)
5243960196816558 (Payment card number at line 27)
5310028776192184 (Payment card number at line 28)
5402208457016873 (Payment card number at line 29)
5123776678614039 (Payment card number at line 30)
5549830206054303 (Payment card number at line 31)
5568447813211964 (Payment card number at line 32)
5517261011480699 (Payment card number at line 33)
5399822470443073 (Payment card number at line 34)
5452487678335051 (Payment card number at line 35)
5510391674673673 (Payment card number at line 36)
5535274291878035 (Payment card number at line 37)
5283874267985799 (Payment card number at line 38)
5261462951640031 (Payment card 

Potentially sensitive information found in Sample Card Numbers Visa.txt (C:/CC-Numbers/Sample
Card Numbers Visa.txt)
Severity: Potential Problem

Impact

Sensitive information may be at risk of exposure. 

Resolution

Consider encrypting sensitive information. 

Technical Details

Service: netbios 
Matched String:
4770449980181639 (Payment card number at line 2)
4024007155838526 (Payment card number at line 3)
4929715206021142 (Payment card number at line 4)
4716949412705688 (Payment card number at line 5)
4716991620224664 (Payment card number at line 6)
4916627383645426 (Payment card number at line 7)
4485698170547639 (Payment card number at line 8)
4556424881731790 (Payment card number at line 9)
4556634351025156 (Payment card number at line 10)
4532519531740130 (Payment card number at line 11)
4539548616471041 (Payment card number at line 12)
4539399926829233 (Payment card number at line 13)
4024007132256941 (Payment card number at line 14)
4485031423768382 (Payment card number at line 15)
4532843517592939 (Payment card number at line 16)
4916401934167557 (Payment card number at line 17)
4929469919206539 (Payment card number at line 18)
4929659732326551 (Payment card number at line 19)
4916690907492055 (Payment card number at line 20)
4556077238246753 (Payment card number at line 21)
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4556380217484894 (Payment card number at line 22)
4485324815498381 (Payment card number at line 23)
4024007102996419 (Payment card number at line 24)
4485526411442585 (Payment card number at line 25)
4716420952726187 (Payment card number at line 26)
4532105290665880 (Payment card number at line 27)
4390622769088387 (Payment card number at line 28)
4916653905769692 (Payment card number at line 29)
4556833512599519 (Payment card number at line 30)
4532940756841280 (Payment card number at line 31)
4716663293827079 (Payment card number at line 32)
4532438004049830 (Payment card number at line 33)
4916966489464054 (Payment card number at line 34)
4929167021523417 (Payment card number at line 35)
4916922979656469 (Payment card number at line 36)
4485262813650209 (Payment card number at line 37)
4024007137720545 (Payment card number at line 38)
4929801434563046 (Payment card 

Potentially sensitive information found in Sample Credit Card Numbers_1.txt (C:/CC-Numbers
/Sample Credit Card Numbers_1.txt)
Severity: Potential Problem

Impact

Sensitive information may be at risk of exposure. 

Resolution

Consider encrypting sensitive information. 

Technical Details

Service: netbios 
Matched String:
378282246310005 (Payment card number at line 5)
371449635398431 (Payment card number at line 8)
378734493671000 (Payment card number at line 11)
5610591081018250 (Payment card number at line 14)
30569309025904 (Payment card number at line 17)
38520000023237 (Payment card number at line 20)
6011111111111117 (Payment card number at line 23)
6011000990139424 (Payment card number at line 26)
3530111333300000 (Payment card number at line 29)
3566002020360505 (Payment card number at line 32)
5555555555554444 (Payment card number at line 35)
5105105105105100 (Payment card number at line 38)
4111111111111111 (Payment card number at line 41)
4012888888881881 (Payment card number at line 44)
4222222222222 (Payment card number at line 47)
5019717010103742 (Payment card number at line 57)
6331101999990016 (Payment card number at line 60)
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Scan Session: Content scan; Scan Policy: Content Search; Scan Data Set: 14 December 2015 16:53

Copyright 2001-2015 SAINT Corporation. All rights reserved.
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