
CAPABILITIES Security	  Suite SAINTcloud® SAINTbox®

SAINT	  Hosting	  server;
SAINT	  Pre-‐configured	  1-‐U	  
Rack-‐mounted	  appliances;

Dedicated	  Hosted	  
Servers

Set-‐top	  box	  (STB)

FREE	  Discovery	  scanning ! 	   ! 	   ! 	  
Authenticated	  scanning ! 	   ! 	   ! 	  
Web	  application	  scanning ! 	   ! 	   ! 	  
Configuration	  benchmarks Optional Optional Optional
Content	  scanning ! 	   ! 	   ! 	  
Antivirus	  assessment ! 	   ! 	   ! 	  
Network	  device	  scanning ! 	   ! 	   ! 	  
Mobile	  device	  assessment ! 	   ! 	   ! 	  
Software	  Inventory ! 	   ! 	   ! 	  
Compliance	  scanning ! 	   ! 	   ! 	  
Scan	  scheduling	  and	  Scan	  Windows ! 	   ! 	   ! 	  
Asset	  Tagging ! 	   ! 	   ! 	  
Custom	  Policies ! 	   ! 	   ! 	  
Advanced	  Scan	  performance	  tuning ! 	   ! 	  
Credential	  Manager ! 	   ! 	   ! 	  
Strategic	  Dashboards	  and	  Data	  Drill-‐down ! 	   ! 	   ! 	  
Exclusion	  flags ! 	   ! 	   ! 	  
Vulnerability-‐to-‐Exploit	  mapping ! 	   ! 	   ! 	  
Custom	  Severities ! 	   ! 	   ! 	  
Pre-‐defined	  and	  Custom	  Reporting ! 	   ! 	   ! 	  
Splunk	  integration ! 	   ! 	  
Cisco	  ISE	  and	  FirePOWER	  integration ! 	   ! 	  
IBM	  QRadar	  SIEM	  integration ! 	   ! 	  
Active	  Directory	  integration ! 	   ! 	  
Multi-‐scanner	  scalability	  
(distributed	  and	  load	  balanced	  scanning)
REST	  API	  and	  CLI ! 	   ! 	  
Secure	  VPN	  Tunnel ! 	   ! 	  
Group,	  User	  and	  Object-‐based	  access	  
control ! 	   ! 	   ! 	  

Social	  Engineering	  tools ! 	   ! 	   ! 	  
Exploit	  tools ! 	   ! 	   ! 	  
Automated	  Penetration	  Testing ! 	   ! 	   ! 	  
Rules-‐based	  Ticketing ! 	   ! 	   Optional
Federal	  Solution	  (SCAP;	  IAVA;	  FISMA)	   Optional Optional Optional
Multi-‐tenant	  Support ! 	   ! 	  

Deployment	  Options
Software;	  Pre-‐configured	  
VMs

Optional ! 	   Optional


