XCCDF Scan Results

Scan Date | Started 02 Dec 2015 at 10:30:01 and completed 02 Dec 2015 at 10:37:19

Benchmark | USGCE: Guidance for Securing Microsoft Windows XP Systems version v3.0.3.1 | xccdf_gov.nist_benchmark_LISGCE-Windows-XFP

Profile United States Government Configuration Baseline version 3.0.3.1 |
xcodf_gowv.nist_profile_united_states_government_configuration_baseline_version_3.0.3.1

Target XPSP3PATCHED | 10.8.0.104
Identity SAINTTEST \testadmin authenticated, privileged

Target FriendlyMame: 10.8.0.104,
Facts
System SAINT 5.11.1-1
Scoring Rule Results Summary
Method Score Max %
Default Scori 16.20 100.00 16.20% [ pass: 54
eTall Drlng . . . . FAIL: 136
Flat Scoring 840.00 2,210.00 38.01% ERROR: 1
Flat Unweighted Scori 84.00 221.00 38.01% NOTCHECKED: ©
At L nwElg orng : : : NOTAPPLICABLE: 6
Absolute Scoring 0.00 1.00 0.00%

Rule Results

Rule Reference(s)
USGCB Security Settings » Account Policies Group » Account Lockout Policy Settings

Account Lockout Duration CCE-2928-0

Account Lockout Threshold CCE-2986-8

Account Lockout Threshold Result Diagnostics
The threshold value specifies the maximum number of failed attempts that can occur before the account is locked out.,

Result Component Logic

Result

PASS

FAIL

ALL OF

ALL OF Extend Definition: Microsoft Windows XP is installed

OVAL TEST: The installed operating system is part of the Microsoft Windows family
OVAL TEST: Windows XP is installed

ALL OF

OVAL TEST: Account lockout threshold is profile defined number of invalid logon attempts
OVAL TEST: Account lockout threshold is not 0

Result Component Details

The installed operating system is part of the Microsoft Windows family: TRUE  oval:org.mitre.oval:tst99

At least one item must be found. And, exactly ane ftem must satify the expected state

Family State oval:orgmitre.ovaliste:59

Family Item Actual Value Operation Expected Value Result

family windows case insensitive equals  windows true

Windows XP is installed: TRUE oval:org.mitre.oval:ist:11179

At least one item must be found. And, at least one ftem found must satisfy the expectad siate,
Registry State owaliorg.mitre.oval:stz:5477

Registry
Ttem Actual Value Operation Expected Value

valus Microsoft Windows pattam A a-z8-Z0- O\ sTF [Ww][TI[Mn][Dd][Co][Ww][Ss] [*¥x][Pp][a-zA-Z0-9Y
XP match (\N\s]*%
show untested values

Result

frus

Account lockout threshaold is profile defined number of invalid logon attempts: TRUE  oval:gov.nist. usgch.xp:tst:20




